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Overview

- Web based Training (WbT) in distance learning
education/training is considered to be an innovative method
of learning

« In the security domain, where the usage of innovative and
state of the art tools becomes a necessity, the continuous
training of end-users is a challenge.

« The ROXANNE project presents a great potential for WbT
where the training of tools by the technology providers
should take place during and after the implementation of
the project

« Training is available to the end-users through the ROXANNE
Training Platform (Based on Moodle)
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Training Platform

https://roxanne.kemea-research.gr/
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Training Platform: How to access?

https://roxanne.kemea-research.gr/
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Training Platform: How to register?
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« Request registration through: Platform

. Subject: [ROXANNE] Request for registration
« Google Forms
« https://forms.qgle/ppZfFj72vkasUHZr7
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# Site administration \wtocrime Platfo

. - . A tool for researchers and Law Enforcement Agencies (LEAs) to process intercepted
° N a m ed E ntlty Recog n Itl 0 n conversations in ongoing investigations. It is easy to install, and easy to modify. The tool Latest announcements
Teacher: Mael Fabien expects audio files and an input, and will produce a JSON file as an output (compatible with
most our your visualization tools). A graphical user interface is also included.

« Mention Network

admin admin
(4] civity c ( P Cnes ation ( ) - ser Manua
“ Voice Activity Detection (VAD) and Speaker Diarization (DIAR) él” f ual
. der topics ..
. N etWO rk An a Iys I s Teacher: Mael Fabien The Audio Pre-Processing module is responsible for ingesting the input audio files, estimation
Teacher: Petr Motlicek of their quality (in order to decide whether or not to process it), determination of voice activity
Teacher: Shantipriya Parida segments (i.e.. parts in the file where speech is present) and eventually for diarization - for

. Fo rensics Visua | isation TOOI kit mono-recordings including the voices of multiple speakers, diarization determines which

speaker speaks when.

¥ Speaker Identification (SID)

The speaker identification module aims to attribute a call to the correct speaker. The speaker
identification implemented in the ROXANNE platform is an open-set speaker identification
module. The system starts by enrolling several speakers that are initially known by the police, i.e.
storing speaker X-vectors, and then at each step, checks whether the call is from a known
speaker, and if not, creates a new potential speaker based on that recording. As the case
expands, more speaker models are stored
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Course Management
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Course Enrolment

« Self Enrolment is enabled

Enrolment options

¥ Autocrime Platform ¥

Atool for researchers and Law Enforcement Agencies (LEAs) to process
intercepted conversations in ongoing investigations. It is easy to install,
Teacher: Mael Fabien and easy to modify. The tool expects audio files and an input, and will
produce a JSON file as an output (compatible with most our your
visualization tools). A graphical user interface is also included.

~ Self enrolment (Student)

No enrolment key required.

o Autocrime Platform

o« Speaker |dentification (SID)
% Voiceprint Extraction
? Gender |dentification

% Automatic Speech Recognition

? Tamir Natartinn

Autocrime Platform

Dashboard / My courses / Autocrime Platform

You are enrolled in the course.
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Course Structure

Automatic Speech Recognition -

Dashboard / My courses / ASR

“Your progress @

EI Update 10.09.2021: A new topic, “The ASR Component in the Autocrime Platform”, is now online.
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Course Material

Autocrime Platform

Dashboard / My courses / Autocrime Platform / Installation / Hardware Specifications

Hardware Specifications

The platform currently supports:

= Linux Ubuntu
* macOS (BigSure with M1 will not work)

Windows integration is a work in progress. However, running the platform in a virtual machine has already been tested. The following requirements should be respected:

» 16Gb of RAM
= 50Gb of disk space
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Autocrime Platform

Dashboard

/ My courses / Autocrime Platform / Run the ROXSD case / Run and Visu:

he Results

Gender and Age Indetification.pdf 14 w4+ | @

Run and Visualize the Results
Gender and Age |dentification

The Gender Identification (1) technology can sutomatically Gistinguish between male and female
speakers in the examined segment. An alternative speaker identification technalogy is the estimate of
speaker's age (Age Group Estimation, AGE). The output of AGE should not be considered an accurate age
identification but rather an estimation of the age group, which helps with profiing the target group of
SUSPECtS. The &rTor rate In Iabarstory conditions i currently +7 years.

You now have two ways to run the algorithm and visualize the results:

1. Process a batch of data (fully automatic). which will simply generate the JSON output. In the ¢ in run to "batch™.

£.vanl, changen

2. Process the data file by file via a user interface provided with an embedded network visualization tool, that lets you correct errors of the models. In the c in run to "file".

Both of these technoiogies (GID, AGE) provide supplementary Information (metadata) for the analysis,

This s uselul, for example, in the “Rapid Fitering” scenario for fitering out irrelevant data This is what it looks like:

The configuration parametars for the Speaker. Age and Gender identification tool can be found . o o T ekl
Voice-print extraction
Autocrime

Select your page
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Age estimation

Display CSV file

Process conversation

From file:
Gender detaction Mention #Mesi |
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Mention #Rams3
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To file: Mention # 0na|é’
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Progress Tracking
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User Profile

Mlchae‘ SkH:SaS ® Message
o -

Dashboard / Profile Reset page to default Customise this page
User details Reports
Edit profile Browser sessions
Email address Grades overview

mskitsas@additess.com

Cnline uss
Login activity nlne Users
First access to site

Monday, 22 February 2021, 3:21 PM (226 days 22 hours)

Data retention summary 1 online user (last 5 minutes)

Last access to site

Thursday, 7 October 2021, 2:57 PM (36 secs) M | [h aa:-| 5[{_”53 5

Privacy and policies

Course details
Course profiles
Autocrime Platform Mobile app

Voice Activity Detection (VAD) and Speaker Diarization (DIAR) QR code for mobile app access

Automatic Speach Recognition Scan the QR code with your maobile app and you will be automatically logged in. The QR code will expire in 10 minutes.

Topic Detection

Named Entity Recognition View QR code

MNetwork Analysis
This site has mobile app access enabled.
Download the mobile app.

Forensics Visualisation Toalkit

Miscellaneous

Blog entries

Carm nncte
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Conclusion

« The training material is documented in order to familiarize the non-experts to
the usage of high-tech components.

« Future updates on training content will allow interactive training sessions and
workshops.

« The trainees will be able to “"asynchronously” attend online courses related
with the tools of ROXANNE project.

« Announcements, calendar and more tools are available.

« Blogs and direct messages will establish a communication channel between
members of a course.

ROXANNE



