
Case studyTelephony data from a real case
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Scenario
• Approximately 10 phone numbers are intercepted• After clustering, the operator identifies the real identities of eightspeakers of interest (one cluster for each)• We have some automatic procedures for this but this is notconsidered in this demo• We want to better understand how they are connected• Talk to each other• Talk about each other, same places• Predict links• Are there any other interesting people (unknown people linkedwith several criminals)?
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• Wiretapped phone calls
• International drug case
• Total

• 40k+ calls/SMS
• ~2k tel. numbers
• >1k speakers

• Relevant
• ~ 200 calls
• 90 tel. numbers
• 70 speakers

• Calls are directed
• Audio is mono and undirected
• Multiple languages

Case overview start end
tel no.source tel no.target name1 name2 Mentionedpeople MentionedPlaces audiofile

xx/xx/xxxx:xx:xx xx/xx/xxxx:xx:xx 716 701 0 0
xx/xx/xxxx:xx:xx xx/xx/xxxx:xx:xx 701 716 0 0 13 A
xx/xx/xxxx:xx:xx xx/xx/xxxx:xx:xx 716 701 0 0
xx/xx/xxxx:xx:xx xx/xx/xxxx:xx:xx 1847 633 401 506 701,506
xx/xx/xxxx:xx:xx xx/xx/xxxx:xx:xx 2100 963 0 679 xxxxx.htm
xx/xx/xxxx:xx:xx xx/xx/xxxx:xx:xx 1847 704 738 506 A,C
xx/xx/xxxx:xx:xx xx/xx/xxxx:xx:xx 755 1847 506 235 0 B
xx/xx/xxxx:xx:xx xx/xx/xxxx:xx:xx 716 1847 506 838
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Visualization of the (criminal) network
• Phone number network • Speaker network (ground truth)
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Diarization
• The two sides of the telephone call is mixed into one mono channel
• Diarization segments the mono recording into speaker regions
• In our experiments, diarization is constrained to output two speakers
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Diarization procedure
1. Cut the recording intoshort segments(~0.75s)2. Extract embeddingsfrom the segments3. Cluster theembeddings4. Refine with moreadvanced model

Step 3
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Anonymization through embeddings
• The word content in therecordings contains sensitiveinformation that the LEA cannotshare with other ROXANNEpartners
• LEA provide speaker embeddings(x-vectors) to partners• Generally, word contentcannot be inferred from thespeaker embeddings


