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Short overview and Idiap collaboration
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CRITERIA Project

Comprehensive data-driven Risk and Threat assessment methods for
the Early and Reliable Identification, validation and Analysis of
migration-related Risks (CRITERIA)

- The main idea behind is to Expand Existing Risk Analysis Methods
and Tools for Border Agencies.

- A 3-year project that started in September last year.
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CRITERIA - Interdlsmpllnary Consortium (Project Partners)
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CRITERIA - Goal

To develop a novel Risk and Vulnerability Analysis framework
for border agencies that is comprehensive and human rights
sensitive.

Allow a novel multi-perspective analysis methodology.

Support multi-source and multi-lingual analysis
technologies and tools.

Verifiable, transparent and understandable by humans.
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CRITERIA - Web Dashboard

Date Range: 10 Nov 2022 — 24 Nov 2022 Data Sources: Multiple / EN £ Help © Logout =

CRIiTERIA :l‘“’ Configuration
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CRITERIA - Work Packages
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Idiap contributions to CRITERIA (Overview)

- Fact-Checking system (WP6)".
* News sources reliability estimation model (WPG).
- Pipeline to download, process and index huge snapshots of the WWW containing news articles (\WWP5).

- Cause-effect relationship identification and extraction on news articles (WP6)23,

[1] Claim-Dissector: An Interpretable Fact-Checking System with Joint Re-ranking and Veracity Prediction (Fajcik et al)

[2] Efficient Causal Relation Identification Through a Prompt-based Few-shot Approach (Burdisso et al)

[3] Extracting Cause-Effect-Signal Triplets via Pre-trained Autoregressive Language Model (Fajcik et al)

%)

RaH CRITERIA - Comprehensive data-driven Risk and Threat Assessment Methods for the Early and Reliable Identification,
L Validation and Analysis of migration-related risks - has received funding from the European Union’s Horizon 2020 C R I TE R I A
research and innovation action program under grant agreement No 101021866. \

f;: 8



https://arxiv.org/pdf/2207.14116.pdf
https://arxiv.org/abs/2209.03895
https://arxiv.org/abs/2209.03891

CRITERI

SR CRITERIA - Comprehensive data-driven Risk and Threat Assessment Methods for the Early and
* * Reliable Identification, Validation and Analysis of migration-related risks - has received funding from the
. European Union’s Horizon 2020 research and innovation action program under grant agreement No
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Sergio Martin Petr

Burdisso Fajcik MotliCek
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Fact Checking in Risk Assessment

Appesumats totu Whipedia et coun

* For a specific location

* Prepare a set of automatically analyzed
claims for a given risk indicator.

- Analyze their occurrence/veracity overtime. =~~~

8
Verdu:’
00

Supporting Articles Refuting Articles

\ Mg, sl News Media
» Layoffs in Petersburg cause a wave of A set of claims about from last week
unemployment. Unemployment 8
« A factory was closed in Pskov oblast. push factor :
« Companies pulling back from Novogorod. in border area

i
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Fact Checking System Widpedia

Claim
"American Sniper (book)
is about a sniper with 170 officially confirmed

kills.” *
* A novel SOTA system trained on standard fact-checking
dataset FEVER (Throne et al., 2018) American Sniper_RS(0.97)_Ps[0.91]

-- American Sniper is a 2014 American biographical war drama film directed by
. . Clint Eastwood and written by Jason Hall
*  Provides explanations on document/paragraph/sentence/token American Sniper_RS(0.95)_PS[0.96]
|eve| . -- The film follows the life of Kyle, who became the deadliest marksman in U.S.
military history with 255 kills from four tours in the Iraq War, 160 of which were

officially confirmed by the Department of Defense

- Reasoning over whole Wikipedia. American Sniper (book)_Rs(0.93)_PS[0.79]
-- American Sniper : The Autobiography of the Most Lethal Sniper in U.S. Military
° Soon to be pu bI iShed : Marti ] Fajéik Petr Motl iéek and Pavel History is an autobiography by United States Navy SEAL Chris Kyle, written with
v " . . i ’ ’ . Scott McEwen and Jim DeFelice
Smrz. "Claim-Dissector: An Interpretable Fact-Checking System American Sniper (book)_RS(0.92)_PS[1.00]
with Joint Re-ranking and Veracity Prediction." arXiv preprint I S o el SEIEECAnmedy P SiREp Y CEhe
- N v deadliest marksman in U.S. military history
aI’XIV.'220 7 14 1 1 6 (2022 ) . American Sniper_RS(0.44)_PS[0.21]

-- The film became a

+ TODO: Adapt Fact-Checking system to the news domain data. e i s Tt i .
-- Its film adaptation directed by Clint Eastwood and featuring Bradley Cooper as
Kyle was released in 2014

« Can we trust in the retrieved articles? (next slide) *

Refute (P=0.9)

JamesThorne,AndreasVlachos,ChristosChristodoulopoulos,andArpitMittal.2018.FEVER: aLarge-scaleDatasetforFactExtractionandVERification.InProceedings of the 2018 Conference of the North American Chapter of the Association for
Computational Linguistics: Human Language Technol ogies, Volume 1 (Long Papers), pages 809-819,NewOrleans,Louisiana.AssociationforComputationalLinguistics.
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News Sources Reliability Estimation

« @Given a list of reliable and unreliable news sources, estimate the
reliability of all other news sources based on how they're related to
each other.

But... how news sources are related to each other in real life?

Our contributions:

« Created a pipeline to download, process and index huge snapshots of the WWW
containing news articles (CC-News snapshots).

» Automatic generation of network graph with (weighted) links among news sources
for each language.

- Designed a reinforcement learning model to learn the reliability value of each
source.

«Accuracy above 85% using Wikipedia's "perennial sources" list as ground truth (after
community consensus).
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https://commoncrawl.org/2016/10/news-dataset-available/
https://en.wikipedia.org/wiki/Wikipedia:Reliable_sources/Perennial_sources

News Graph (English)
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News Graph + Ground Truth Seeds
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News Graph + Learned Reliability Values
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Reliability Estimation Ranking Example

Top-15 most reliable sources:
1. bbc.co.uk (17.2920)
. nytimes.com (16.2787)
. theguardian.com (15.4281)
. washingtonpost.com (10.2857)
. huffpost.com (9.7438)
latimes.com (9.3507)
reuters.com (8.0091)
. usatoday.com (7.9496)
. bloomberg.com (7.8193)
. cnn.com (7.8148)
. foxbusiness.com (7.5828)
. telegraph.co.uk (7.5106)
. forbes.com (7.4331)
. npr.org (7.4250)
. thehill.com (7.2795)

2
3
4
5
6.
7
8
9

research and innovation action program under grant agreement No 101021866.

Top-15 least reliable sources:

1L
. swarajyamag.com (-12.6034)

O 00 N O U B W N

thepointsquy.com (-13.1981)

infowars.com (-12.5987)

. veteranstoday.com (-12.4937)
. breitbart.com (-12.3822)

. globalresearch.ca (-11.8422)
. newswars.com (-11.7647)

. oann.com (-6.6659)

. projectveritas.com (-6.6637)
. vgchartz.com (-6.6618)

. *bild.de-(-6.6575)

. dailysabah.com (-6.6462)

. telesurenglish.net (-6.6385)
. presstv.com (-6.6230)

. tass.com (-6.6217)
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Cause-effect relation identification in News...

EMNLP’s CASE workshop challenge: “Event Causality Identification with Causal News Corpus”.

- Efficient Causal Relation Identification Through a Prompt-based Few-shot
Approach (Burdisso et al).

- Extracting Cause-Effect-Signal Triplets via Pre-trained Autoregressive Language
Model (Fajcik et al).
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