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The information, documentation and figures available in this deliverable are written by the “ROXANNE - ”Real time network, text, and speaker analytics for combating organised crime” project’s consortium underEC grant agreement 833635 and do not necessarily reflect the views of the European Commission.
The European Commission is not liable for any use that may be made of the information contained herein.
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Executive summary
This deliverable, D1.2 Risk assessment summarizes the risks related to the ROXANNE project andproposed risk mitigation measures. The information provided in this document already includes new risksidentified during the project duration (M1-M12, September 2019 to August 2020). The new risks areespecially related to the COVID-19 crisis, which partially influenced the project fromMarch 2020.
Due to the possibility to include new risks related to the recent lock-down period, this deliverable waspostponed by ~6 months.
Many risks related to legal, ethical, privacy issues are covered by WP10 deliverables (i.e. subject to ethicscheck). Thus only an overview of the most critical risks are mentioned in this document.
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1. Introduction
This deliverable “D1.2 summarizes the risks of the ROXANNE project and proposes mitigation measures tominimize their possible impact. We also include new risks, which were indicated during the first 12 monthsof the project (M1-M12). This also includes risks raised during COVID-19 crisis.

1.1. Background
This Deliverable is part of WP1 (Management) which is among others responsible to “Develop qualitycontrol procedures, identify and recover any possible risks” in the ROXANNE project.
In summary, we have the following risks, already clearly defined in the project proposal respectively:

 BREXIT Partner withdrawal Partner under-performing Underestimation of required effort End-user requirements are not adequate Field tests don’t attract enough end-users Technology does not reflect end-users’ actual needs Launch of a similar concept by third parties Insufficient research progress Integration of developed technologies is too complicated.

1.2. Document structure
The following Section 2 explains the risk management plan for each of the work package of the ROXANNEproject. Technology oriented WPs (WP5, 6, and 7) are merged to one subsection. The same applies forWP3 andWP10 work-packages related to legal, ethical and privacy oriented risks.
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2. Risk Management Plan

2.1 WP1 - Management

Risk Description ofrisk Likelihood Impact Proposed risk-mitigationmeasures
Contingency

Projectresults arenot deliveredon time.
Project couldnot deliveredon time due toseveral factors.

Medium Medium Reallocate someamount of the taskrequirementsbased on thepartner’scapabilities.

If the projectresults aredelayed by un -predicablesituation, it willbe discussedamong partners(specificallyproject board)and also with theproject officer.COVID19 Due to COVID19 travel bansin manycountries andrestriction onwork placeswhich impactprojectpartner’scontribution forthe project.

Medium Medium Maximize remotemeetings,discussions, andother events.
The project planwill be re-discussed to findthe optimalsolution (animpact to theproject).

Brexit U.K. partnerswill not beallowed to stayin theconsortiumafter theBREXIT.

High Low The consortiumcontains two UKpartners from: TRIand PSNI. Shouldthe negotiations onUK-participants inthe EU project beunsuccessful, theconsortium takesnecessary steps tobridge thenegotiation period,or, in the worst, toreplace thepartners.

TRI is animportantpartner in theproject. In caseof BREXIT, theywould considermoving theirbusiness to theiroffices inIreland.

Partnerwithdrawal Somepartner(s) will Low Medium The partner will bereplaced by If this situationhappens, it will
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project decide to leavethe project. another institution,or we will use theexpertise fromcurrent partners inthe project.

be immediatelyannounced tothe PO. Fromour experience,it can happenwith some LEApartners (astheirengagement canvary a lotdepending onthe emergentsituation in theircountry.Nevertheless,ROXANNEincludes 11internal LEAsand thus thework of any LEAcan be takenover by otherLEA.Partnerunder-performing
Some of thepartner(s) doesnot perform asexpected(according tothe GA).

Low High Coordinator willmeet with an under-performing partnerto remind them oftheir obligationsand devise a plan toget activity back ontrack.

If this does notshow immediatesigns ofsuccess, thecoordinatorseeks advicefrom the projectofficer. In theshort term,distribute thework amongother partners,and in the longterm, replace thepartner.Underestimation ofrequiredeffort
The KPIsprepared by theconsortium arenot feasible tomeet.

Low High The projectprogress will beperiodicallymonitored vs. spentresources.

Yearly updatesof work-plan willbe performedand priorities toreach the goalswill be assignedappropriately.Similarconcept toROXANNEalready exists
Launch of asimilar conceptby third parties.

Low Medium Continuouslyscreen the marketand should anunexpecteddevelopment occur,will adapt their

Regularlydiscuss withend-users, asthey have agood overviewof currently
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exploitation plansas needed. appliedtechnologies/platforms in theirwork.ResearchProgress Insufficientresearchprogress
Low High Balance researchbetween high-riskand originaldirections, withlower-risk andpopular directions.

Regularly evaluateprogress. Eachresearch block(WP5/6) hasalready existingbasic componentswhich will be usedas backup ifrequired.
Should progress inone component bebelow theexpectation, theoverall system willuse the basiccomponent.

Strengthencooperationbetweentechnologicalpartners toidentify newresearch areas.
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2.2 WP2 - End- user requirements and use-cases

Risk Description ofrisk Likelihood Impact Proposed risk-mitigationmeasures
Contingency

Insufficientnumber ofstakeholders.
Not sufficientnumber ofstakeholders inthe project.

Medium Medium WP2 and WP9regular calls will beused to remind allconsortiumpartners to proposenew stakeholdersof the project.

Contacting newstakeholdersduring the firstmonths of theproject.

Lowresponse Not sufficiente n d - u s e rrequirements.Low number ofresponsesprovided bythem.

Low High We will reiterate theprocess andespecially askInterpol and LEAsto provide more infofrom theircolleagues or othercontacts.

We will useother channelsto attract end-users forROXANNEplatform.

The projectfails toconnectproductdevelopmentto LEArequirements

The finalplatform will notbe wellaccepted bythe (internal)LEA partners.

Medium High Continuedengagement ofLEAs andknowledgeexchange betweenLEAs and technicalpartners in order todevelop realisticuse cases.

Clearexploitation planwill be offered toLEAs by the techpartners tomotivate them tocloselyparticipate in thedevelopmentand testing ofthe projectplatform.E n d - u s e rrequirements E n d - u s e rrequirementsare notadequate.
Low High In an unlikely eventwhere moreinformation isneeded,INTERPOL caneasily identify it andengage otherrelevant experts.

We will activelyengage otherstakeholders inthe project.
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2.3 WP3, WP10 - Compliance with EU societal value, fundamental rights and legislation, Ethicscheck
Risk Description ofrisk Likelihood Impact Proposed risk-mitigationmeasures

Contingency
Inability toacquireethicalapproval forthe use ofhumanparticipantsin research.

If no ethicsreviewcommittee isavailable toconsider risksto researchparticipants,there would beno independentoversight ofthese activitiesand noadvocate forthe researchparticipants.

Low Medium Review possibleethical reviewcommittees thatcould consider useof humanparticipation inresearch activities,but national boardsand those ofuniversity partners.

If such a casewere to arisewhereby noindependentethical reviewcommittee waspossible, theproject wouldfollow goodethical principlesas outlined in theEC’s ‘Ethics inSocial Scienceand Humanities’guidance andask our ethicsboard to provideoversight. (Inactuality, theethics reviewboard at USAARwas able toprovide review.)Delay to 1stfield-test If the 1st field-test is delayed,this will preventthe societalvaluesworkshop(T3.2) takingplace.

Low Medium Delay carrying outthe societal valuesworkshop, and theassociateddeliverable (D3.1).

If the first field-test is delayedby a long time,the societalvalues workshopcould be heldvirtually. (Inactuality,delaying theworkshop withthe field-test willonly create amodest delay tosubmission ofD3.1).Personaldata breach Personal dataprocessed forthe project by apartnerexperiencesloss orunauthorised

Low High All partners toreview their datasecurity measures,and technical andorganisationalmeasures tosafeguard personal

Partners agreeto discuss howto deal with apersonal databreach (e.g.whether there isa need to inform
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access. data a data protectionauthority, whichdata protectionauthority(ies)should beinformed,whether data-subjects shouldbe informed,how data-subjects shouldbe informed).Failure tosatisfy ethicalor dataprotectionrequirements.

Failure of keyWP10 ethicsrequirementsrelated toethicalresearch andlegal bases fordataprocessing.

Low High Review all projectprocedures andpolicies to ensurethat they arecompliant withethical and dataprotectionstandards.

If solutionscannot be foundto issues thatarise, researchactivities thathave not metethical/dataprotectionrequirementscould be pauseduntil solutionsare found.Lack of data-subjectcontrol
Data-subjectsbeing unable toexert controlover theirpersonal data.

Low Low Process datagathered from data-subjects accordingto consent, allowdata-subject toobject toprocessing of theirpersonal data whenit is not gatheredfrom them.

Edit and re-share datasetswhere a data-subject haswithdrawnconsent orobjected toprocessing.

Note that, in addition to the risks highlighted above, D10.16 included a risk assessment regarding misuseand mass surveillance. An overview of those risks has been adapted to format in this document here:
Risk Description ofrisk Likelihood Impact Proposedrisk-mitigationmeasures

Contingency

Sharing of criticalinformation Leaking ofsensitive detailsthroughdissemination.
Low Medium Followingdisseminationguidelines.Seekingguidance fromthe SecurityAdvisory Boardor InternalEthics Board.

In extremis,disseminationmaterials couldbe recalled byremoving themfrom the projectwebsite, orrepository, orasking for a
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journal article tobe rescinded,for example.Misuse ofROXANNE data Unauthorisedaccess and use ofROXANNEproject personaldata.

Low Medium Limiting accessto sensitivedata
Pausing dataprocessing/datasharing withpartners untiladequateorganisationalpolicies are inplace.Exploitation oflegal grey area LEA officersusing ‘research’as a cover tocarry out dataprocessing theywould notnormally beallowed to dounder their lawenforcementmandate.

Low High Logging usesof theROXANNEplatform.
Informing LEAsof activities thatLEA officerhave conductedwhilst testingthe ROXANNEplatform.

Incidental findings Whilst processingdata, partnersdiscoverinformationindicating thatcriminality hasoccurred.

Low Low Following theincidentalfindings policy.
If a partnerdiscoversinformationindicating thatcriminality hasoccurred, it is tobe reported tolocal lawenforcement.Use of theROXANNEplatform on realLEA data before itis ready.

A ROXANNEprototype beingused to assist ininvestigationsduring a testingphase.

Low High Ensuring LEAsare aware ofthe nature ofROXANNE asa prototype.

Informing LEAsof potentialerrors thatcould havearisen.
Misrepresentationof findings. Researchersmaking theROXANNEplatform seembetter than it is.

Low Low Followingdisseminationguidelines.
Ensure that anyexploitationpartnerprovides anypotentialcustomer withaccurateinformationabout thecapabilities ofthe ROXANNEplatform.Social mediaanalysis. Discovering theidentity of people Low Medium Followingconsortium Destroying datathat identifies
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whose socialmedia data isanalysed.
policy not toattempt re-identification.

someone fromtheir socialmedia data.Export to a statecontrolled byauthoritarianregimes.
ROXANNE isused by anoppressiveregime against aninnocentpopulation.

Low High Followingexploitationguidelines.
Implementdigital rightsmanagementas part of theexploitationphase so thatlicenses can berescindedimmediately.Mass surveillanceand violations ofhuman rights.

ROXANNE isused to analysedata about thepublic at large.
Low High Logging usesof ROXANNE,implementationof lawfuldecision-makingmechanism

Implementdigital rightsmanagementas part of theexploitationphase so thatlicenses can berescindedimmediately.Discriminatoryuse Analysis of‘Abnormalbehaviours’highlight innocentbehaviours owingtomisunderstandingbehaviours fromdifferent cultures.

Low High Evaluation oftraining data-sets for bias,assessmeaning of‘abnormalbehaviours’.

R e - t r a i n i n gmachinelearning modelsthat are shownto be biased.

Further, the ‘Ethics Touchpoint table’ conducted in WP3 provides analysis of ethical risks, which arediscussed in detail in D3.1. Additionally, data processing risks for each partner involved in high-riskprocessing will be presented in completed data-protection impact assessments as part of the next iterationof the data management plan, in D1.7.
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2.4 WP4 - Datamanagement

Risk Description ofrisk Likelihood Impact Proposed risk-mitigation measures Contingency
Unavailabilityof real data. Technicalpartners do nothave access toreal (criminalinvestigation)data toevaluate thetechnologies

High Medium End-user partnersactively participate inthe continuousevaluations of theROXANNE platform.

 LEAs will doevaluations on theirside with real dataand will providefrequent andanonymousfeedback on theaccuracy oftechnologies to thetechnical partners. Interestedstakeholdermembers (e.g. Ulmpolice and ZITIS)will be invited toalso evaluate theplatform. LEAs will bemotivated byproviding a freelicense for theplatform at the endof the project.Relevance ofpubliclyavailabledata.
Publiclyavailabledatasets do notcover thetopics/modalities relevant tothe use-cases

Medium Medium Use combination ofdatasets, collect owndata
 Different datasetswill be used toevaluate differenttechnologies andartificially mergedwhenever possible. ROXANNE willcollect its owndataset coveringthe topics of use-cases and the datamodalities involved. Missing ground-truth informationwill be faked tocreate a realisticsetting.

Unavailabilityof websources /social media
Changes in theAPI/Terms ofUse prohibit theROXANNE

Medium Low Monitor API changesregularly, usedifferent sources ifneeded.
ROXANNE willmonitor changes inthe API and makethe necessary
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platforms. platform toreceive datapartially orcompletely.
adjustments. In caseof a change in theterms of use,alternative websources / socialmedia platforms willbe investigated.Datapresented infield-tests donot meetLEAs’expectations.

The use andpre-processingof data in field-tests do notmatch LEAs’expectations.

Low Low Establishing atransparentinformation andfeedback loopbetween thetechnical and LEApartners.

 The technicalpartners will makesure that the dataavailability and pre-processingmethods are clearlyexplained to theend-users. The end-users willgive regularfeedback to thetechnical partnersabout theirmethods of datause. The upcoming field-test(s) will beadjusted based onthese feedback.
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2.5 WP5, WP6, and WP7 - Speech, text and video data analysis, Network and relationanalysis, Integration and visualisation of results

Risk Description ofrisk Likelihood Impact Proposed risk-mitigationmeasures
Contingency

Incoherenceof data fromtestingscenariosand real LEAuse.

The data usedbytechnologicalpartners indevelopmentand testing (i.e.NIST, CSI,ENRON,simulated) istoo far fromdata in realLEA scenarios.

Medium Medium The technologiesare beingdeveloped withrobustness in mind,this means thatthey shouldproduce usableresults on real data.All technologypartners useextensively dataaugmentation, thatcontributes tocoping with datamismatch.Moreover, closecooperation andfeedback loop isforeseen whentechnologies will bedeployed on realLEA data.

Larger amountof data will beused fordevelopment.

Roxannetechnologiesnot availablein desiredlanguages.

LEA mighthave rapidlychangingrequests fornew languagesthat are not inthe currentportfolio oftechnologypartners.

Medium Medium Technologypartners haveexperience withrapid developmentof engines for newlanguages (forexample from theUS Babel project),but the availabilityand performancedepends on trainingdata. Data can beacquired fromcommercialproviders orrecorded, which ishoweverdemanding fromboth financial andorganization pointsof view. Some

The consortiumwill attempt toensure that dataresourcesspecific to theLEA requestedlanguage will bepurchased bysome of theconsortiumpartner(s) forcommercial use.
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technologies (suchas diarization,Voice activitydetection and partlyspeakerrecognition) arelanguage-agnostic.Technological risks andintegration
Integrationdoes not work.The ROXANNEproject involvesdifferenttechnologiesfrom differentpartners andintegration ofthesetechnologiesmight not workas expected.

Low High  All technicalpartners areinvolved inthespecification anddesignphase industrialpartners,Pho, Airbus,Aegis,Aditess andITML, areworking inclosecollaboration follow anincrementalprocess fortheintegration,addfunctionsgradually inorder topreventpossibleproblems.

Conventionalintegrationapproaches willbe employed.

Combinationof coretechnologiesis practicallynot feasible.

Lack of a realscenarioinvolving thedifferentmodalities(Audio, Videos/ Images, Textand Network)which will notallow to test thecorrelationsthat can bemade.

Medium Medium  E n d - u s e rpartnersactivelyparticipatingin usecasesdefinition Work onpartialcorrelationsAudio/Video,Text/Image,etc.

This is aresearch risk.Drop one of themodality, theleast interestingfrom LEAs pointof view.
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 Define atleast asimulatedscenario toshow thefeasibility oftheapproach.SpeechTechnologiesdo notperform wellenough.

The use-casescenarios aretoo complex(e.g. too noisydata alignedwith thescenario) sothat the speechtechnologiesyield very lowperformance.

Low High There are 4partners (BUT andIDIAP, PHO andSAIL) in ROXANNEworking in theSpeechtechnologies, withlarge experiencefrom the pastprojects.

Clearly definewhichtechnologyoperating on thespeech can offersufficientperformanceand avoid usingthe other.

Textprocessingtechnologiesdo notperform wellenough.

Available datamay be verydifferent to thereal data (notavailable fornow). We couldface domain-shift issues.

Medium Medium There are twopartners (USAARand IDIAP) workingin the textprocessingtechnologies.
We will test a morerobust model that isless sensitive todomain shift.
We will employ al o w - r e s o u r c ealgorithm toalleviate domain-shift by having asmall fraction of in-domain data.

Clearly definewhichtechnologyoperating on thetext can offersufficientperformanceand avoid usingthe other.

Networkanalysistechnologiesdo notperform wellenough.

Disruptionsdue to theemployeechanges in thepartner(s).

Medium Low There are twopartners (LUH andUCSC) working innetwork analysis.
Clearly definewhichtechnologyoperating on thenetwork canoffer sufficientperformanceand avoid usingthe other.LEA needs Technologydoes not reflecte n d - u s e r s ’actual needs.

Medium High Design of theROXANNE toolswill be discussedintensively with the
Engaged userpartners,external experts,and
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consortiumpartners involved inWP4-WP7.
stakeholders willbe consulted(i.e. panels) toensure theproject’sbenefitsregarding thescope, type andpresentation ofthe framework.Complexintegration Integration ofdevelopedtechnologies istoocomplicated.

Medium High Application ofsimplifiedintegration ofengines (i.e.dockers) into finalworkflow.

ROXANNE R&Dplans are quiteambitious:accelerateseveral types oftechnologies inmachinelearning beyondstate-of-the-art(related tospeech/text/video processingand networkanalysis) andintegrate themwithvisualisation anddata exchangetools into oneplatform, testedby LEAs.Nevertheless,the consortiumhas a largenumber oftechnicalpartners (led byAIRBUS) withexcellentexperience inthe giventechnologicaldomain.
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2.6 WP8 - Field tests, user training and continuous testing
Risk Description ofrisk Likelihood Impact Proposed risk-mitigationmeasures

Contingency
Field Testsplanning andimplementation

Field tests donot attractenough end-users.
Low Medium Strengthen andintensify foreseenand targeteddissemination andengage relevantstakeholders viaINTERPOL'snetwork in 194member countriesto ensureinterested end-users participate infield-tests

Re-run the field-testing.

Low numberof LEAs forend-users
Field tests don’tattract enoughend-users.

Low Medium Engage a largenumber ofstakeholders.
Strengthen andintensifyforeseen andtargeteddisseminationand engagerelevantstakeholders viaINTERPOL'snetwork in 192membercountries toensure end-users participatein field-tests.COVID-19 Inability ofphysicalparticipationdue to COVID-19 crisis orother pandemicissues.

High Medium ROXANNEconsortium willmaintain a constantand more intensecommunication toprovide a back-upplan that willinclude virtualmeetings and otheradjustments.ROXANNEcoordinator will alsoensure that all thisadapted situationwill becommunicated tothe EU so as for the

N/A
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PO to be regularlyinformed.Tightdeadlines offield-tests
Alteration inplanningprocess for thefield testprocedureswith tightdeadlines formanagementand delivery.

Medium Low ROXANNEcoordinator, alongwith the WPleaders and thetechnical team willhave a strictprogrammanagement. Ifnecessary thewillingness ofconsortiumpartners to workover a longerperiod during thepreparation andexecution phase.

Postpone thef i e l d - t e s t i n gevent, whileinforming thePO.

Systemfailure System Failureduring the fieldtests (e.g.hardwareoverload,componentunavailabilitydue tounforeseenbug etc.).

Low Medium The existence of abackup plan inplace such as a fail-over system tocover the gap (e.g.by limiting thenumber ofsimultaneous calls /users in thesystem, extensivetesting, videoscreenshot of theworking componentin advance andshown in case of afailure etc.).

Have severaldry-runs beforethe field-testevents.

Communication Poorcommunicationbetweentechnicalpartners andLEAs duringthe field testevents.

Low Low Plan regular in-depth meetings todiscuss relevanttopics on interfacesbetween tests.- Perform pre-testsand dry runs withthe participation ofall the field testpartners.- Follow in detail theField Test PlanDeliverable.

Attract moreLEAs to pay highattention to field-test events.

Unpreparedcomponentsfor field-testing
A lot ofcomponentsare on thecritical path of

Low Medium Have projectmanagementmeetings in whichprogress for each
Re-organise thefield-test eventto demonstrateonly those
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not being readyon time. of the componentsis discussed: makego no go decisionsfor the roll out ofcertaincomponents. Haveback-up plansready in case oneof the componentsdelays.

componentswhich are in agood shape.Improve othercomponents forthe other field-test event.

Requirements for field-testing
E n d - u s e rrequirementsare notadequate forf i e l d - t e s tevents.

Low Medium In an unlikely eventwhere moreinformation isneeded,INTERPOL cansupport this needby engaging furtherrelevant experts.

Improve thecommunicationwith LEAs.

GDPRcompliance. Lack of GDPRcomplianceduring the fieldtest meetings.
Low Medium ROXANNEconsortium alongwith its legalpartner TRI haveissued all therelevant documents(Appendix I) thatare GDPRcompliant. All thesedocuments will berevised andupdated if needed.Partners will abideby the GDPR inprocessing data atthe field-test and inprocessing datacollected at thefield-tests.

Re-organise thefield-test eventto be GDPRcompliant.

Trainingplatform forfield-testing
Field TestTrainingPlatform notdelivered.

Low High The trainingplatform will betested before thefield-test duringseveral dry-runsessions.

Postpone thefield-test evenand inform thePO about this.
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2.7 WP9 - Dissemination, exploitation and communications

Risk Description ofrisk Likelihood Impact Proposed risk-mitigation measures Contingency
Insufficientdissemination

Less number ofdisseminationactivities ascompared tothe KPIsmentioned inthe grantagreement.

Low High We will stress severaltimes to motivateacademic and industrialpartners to do more ondissemination.
We will encourageLEAs to disseminate ontheir website and theirrelevant channels.
Use of trackers torecord change in impactor reach throughvarious avenues ofcommunication,dissemination.

Put much largepressure onacademic andindustrialpartnersespecially.

Incorrect ormisleadingcommunication of theprojectresults.

Incomplete orincorrectcommunicationwhich mightreflect poorlyon the project.

Low High All disseminationmaterial and keycommunication assetsreviewed by the entireconsortium.

Employ externalpartner (e.g. aprofessionalcompany) tohelp with thisissue.Lack ofsignificantcontributionto scientificcommunity

Risk of nothaving enoughpaperspublishedabout thetechnicalinnovation andbreak-throughmade inROXANNE.

Low High Regular checks on thepapers published bypartners.
Working towardsachieving all KPIsrelated to suchpublication.

Put muchgreater pressureon (especially)academicpartners by theprojectcoordinator.

Exploitation No agreementon exploitationactivities.
Medium High We have enoughpartners so that theexploitation will besupported by some ofthem at leastWe will aim for opensource SW (releasedfreely for LEAs, atminimum with certainyears after the projectends).

Finalise theexploitation planonly with certainpartners.


